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Abstract: Wireless Sensor Networks (WSNs) play a pivotal role in diverse applications, from 

environmental monitoring to industrial automation, necessitating robust security mechanisms to protect 

sensitive data. This paper investigates the efficacy of the Hashing Semantic Cipher Network (HSCN) in 

enhancing data security and classification accuracy within WSNs. The HSCN framework integrates 

semantic hashing (SHA-256) for data integrity verification and Advanced Encryption Standard (AES) for 

secure data transmission, bolstered by blockchain technology for immutable transaction validation. 

Experimental evaluations demonstrate the HSCN's effectiveness, achieving high rates of data integrity 

verification (98%) and blockchain validation (95%), alongside efficient encryption processes (0.5 ms per 

packet on average). Classification experiments employing SVM, Random Forest, and Neural Network 

models on multiple datasets underscore the HSCN's capability in achieving accuracy rates up to 94% and 

superior F1-scores, with the Neural Network consistently outperforming other models. These findings 

highlight the HSCN's potential to fortify WSNs against data breaches while optimizing classification 

performance, thereby advancing the reliability and security of IoT ecosystems. 

Keywords: Blockchain, Data Transmission; Cryptography; Wireless Sensor network (WSN); 

Classification 

1 Introduction  

 Security in wireless sensor networks (WSNs) is crucial due to the vulnerabilities inherent in 

their communication and operation. WSNs consist of small, resource-constrained sensor nodes 

that gather data and transmit it wirelessly [1]. These nodes are susceptible to various security 

threats such as eavesdropping, tampering, and spoofing due to their deployment in open and 

often hostile environments [2]. Protecting WSNs involves implementing robust encryption 

algorithms for data confidentiality, authentication mechanisms to ensure the identity of 

communicating nodes, and protocols for secure key management [3]. Moreover, energy 

efficiency is a critical consideration in designing security solutions for WSNs, as these nodes 

operate on limited battery power. Balancing security measures with the resource constraints of 

sensor nodes is essential to ensure reliable and secure operation of wireless sensor networks 

across diverse applications, from environmental monitoring to industrial automation.  in wireless 

sensor networks also requires addressing challenges like maintaining data integrity throughout 

transmission and storage, preventing replay attacks, and ensuring resilience against node capture 

or compromise [4]. Advanced cryptographic techniques such as symmetric and asymmetric 

encryption, digital signatures, and hash functions play vital roles in securing data and 
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communications within WSNs [5 – 8]. Additionally, protocols like secure routing protocols and 

intrusion detection systems are employed to detect and mitigate various types of attacks [9 – 11]. 

As WSNs continue to evolve and expand into critical infrastructure and IoT applications, 

ongoing research focuses on developing lightweight and efficient security solutions that can 

adapt to the dynamic and resource-constrained nature of these networks while providing robust 

protection against emerging threats. 

Secure data transmission in wireless sensor networks (WSNs) can be enhanced by 

integrating blockchain technology with cryptography. Blockchain, originally developed for 

secure and transparent transactions in cryptocurrencies like Bitcoin, offers several advantages 

when applied to WSNs [12]. Firstly, blockchain provides a decentralized and distributed ledger 

that records all transactions or data exchanges among sensor nodes [13]. This decentralized 

nature eliminates the need for a central authority, reducing the risk of a single point of failure and 

enhancing resilience against attacks. Each transaction or data transmission in the network is 

cryptographically signed and added to the blockchain, ensuring data integrity and authenticity 

[14]. Secondly, blockchain's consensus mechanisms, such as Proof of Work (PoW) or Proof of 

Stake (PoS), ensure that all participating nodes agree on the validity of transactions or data 

entries. This consensus mechanism enhances the trustworthiness of data transmitted across the 

network, as malicious nodes would need to control a majority of the network's computational 

power or stake to tamper with the blockchain [15]. Cryptography plays a crucial role within this 

framework by securing data at multiple levels. It ensures that data transmitted between sensor 

nodes is encrypted, preventing eavesdropping and unauthorized access. Public-key cryptography 

facilitates secure authentication and key exchange processes, allowing sensor nodes to verify 

each other's identities and establish secure communication channels [16]. The immutability of 

blockchain ensures that once data is recorded in the ledger, it cannot be altered retroactively 

without consensus from the network. This feature provides a robust audit trail for data 

transactions in WSNs, which is beneficial for applications requiring data traceability and 

accountability. 

2 System Model 

A system model for secure data transmission in a wireless sensor network (WSN) with 

blockchain cryptography integration involves combining the principles of traditional WSN 

security with the decentralized and immutable properties of blockchain technology.  Each sensor 

node 𝑆𝑁𝑖 collects data 𝐷𝑖. The collected data 𝐷𝑖 is hashed using a cryptographic hash function 𝐻 

stated in equation (1) 

𝐻(𝐷𝑖) = ℎ𝑎𝑠ℎ(𝐷𝑖)                                                                                                                (1) 

The data 𝐷𝑖 is encrypted using a symmetric key 𝐾𝑠𝑦𝑚 defined in equation (2) 

𝑆𝐸(𝐷𝑖, 𝐾𝑠𝑦𝑚) = 𝐶𝑖                                                                                                               (2) 

In equation (2) 𝐶𝑖 is the ciphertext. Each 𝑆𝑁𝑖 creates a transaction containing 𝐻(𝐷𝑖) and a 

timestamp 𝑇𝑖 stated in equation (3) 

  𝑇𝑖 = (𝐻(𝐷𝑖), 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝                                                                                                    (3) 

A consensus mechanism ensuring the validity of 𝑇𝑖 computed as in equation (4) 

𝑃𝑜𝑊(𝑇𝑖) = 𝑣𝑎𝑙𝑖𝑑(𝑇𝑖)                                                                                                           (4) 

The Valid transactions are grouped into a block 𝐵 𝐵 = {𝑇1, 𝑇2, … , 𝑇𝑛}. The block BBB is 

added to the blockchain computed as in equation (5) 
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𝐵𝐶𝑛𝑒𝑤 = 𝐵𝐶𝑜𝑙𝑑 ∪ 𝐵                                                                                                            (5) 

Once added, blocks cannot be altered, ensuring data integrity. Encrypted data CiC_iCi and 

the encrypted symmetric key Esym are transmitted to the BS stated in equation (6) 

𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 = {𝐶𝑖, 𝐸𝑠𝑦𝑚}                                                                                                (6) 

The BS decrypts 𝐸𝑠𝑦𝑚𝐸_{𝑠𝑦𝑚}  using its private key 𝐾𝑝𝑟𝑖𝐾 computed as in equation (7) 

 𝐷𝐸(𝐸𝑠𝑦𝑚, 𝐾𝑝𝑟𝑖) = 𝐾𝑠𝑦𝑚                                                                                                   (7) 

The BS verifies the integrity and authenticity of Di  using the MAC stated in equation (8) 

𝑀𝐴𝐶(𝐷𝑖, 𝐾𝑠𝑦𝑚) = 𝑣𝑎𝑙𝑖𝑑                                                                                                      (8) 

This system model integrates blockchain cryptography with WSNs to provide secure data 

transmission. By leveraging cryptographic techniques for encryption, hashing, and key 

management, combined with blockchain’s decentralized and immutable ledger, this model 

ensures data confidentiality, integrity, and authenticity throughout the data transmission process 

in a WSN. The use of consensus mechanisms and secure communication protocols further 

enhances the robustness and reliability of the system against various security threats. In the 

proposed system model for secure data transmission in wireless sensor networks (WSNs) with 

blockchain cryptography, sensor nodes (SNs) collect data from their environment, which is then 

processed and encrypted to ensure confidentiality. Each sensor node 𝑆𝑁𝑖 collects data 𝐷𝑖, which 

is hashed using a cryptographic hash function (e.g., SHA-256) to produce 𝐻(𝐷𝑖). The data 

DiD_iDi is then encrypted using a symmetric encryption algorithm with a symmetric key 

𝐾𝑠𝑦𝑚𝐾_{𝑠𝑦𝑚}Ksym, resulting in ciphertext CiC_iCi. For secure key exchange, asymmetric 

encryption is used, where the symmetric key 𝐾𝑠𝑦𝑚𝐾_{𝑠𝑦𝑚}  is encrypted with the public key 

𝐾𝑝𝑢𝑏𝐾_{𝑝𝑢𝑏}  of the base station (BS), producing 𝐸𝑠𝑦𝑚𝐸_{𝑠𝑦𝑚} . 

The hashed data 𝐻(𝐷𝑖)  and a timestamp are bundled into a transaction 𝑇𝑖 , which is 

broadcast to the blockchain network (BC). The blockchain network employs a consensus 

mechanism, such as Proof of Work (PoW) or Proof of Stake (PoS), to validate the transaction 𝑇𝑖. 
Once validated, transactions are grouped into a block BBB and added to the blockchain, ensuring 

data integrity and immutability. The immutability of the blockchain ensures that once data is 

recorded, it cannot be altered without consensus from the network, providing a tamper-proof 

record of all transactions. The encrypted data 𝐶𝑖  and the encrypted symmetric key 

𝐸𝑠𝑦𝑚𝐸_{𝑠𝑦𝑚} are transmitted to the BS. The BS decrypts 𝐸𝑠𝑦𝑚𝐸_{𝑠𝑦𝑚} using its private key 

𝐾𝑝𝑟𝑖𝐾_{𝑝𝑟𝑖} to retrieve 𝐾𝑠𝑦𝑚𝐾_{𝑠𝑦𝑚}, which is then used to decrypt CiC_iCi and recover the 

original data 𝐷𝑖. Throughout this process, secure communication protocols, such as TLS/SSL, 

ensure the confidentiality and integrity of data transmission. By integrating blockchain 

cryptography, this system model enhances the security of data transmission in WSNs, providing 

robust protection against various security threats while maintaining efficient and reliable 

communication. 

3 Proposed Hashing Semantic Cipher Network (HSCN) 

The proposed Hashing Semantic Cipher Network (HSCN) enhances the security of wireless 

sensor networks (WSNs) by integrating advanced hashing mechanisms with semantic encryption 

techniques. This approach ensures that data collected by sensor nodes (SNs) is not only 

encrypted but also semantically verified and securely transmitted through the network. The 

HSCN model focuses on ensuring data integrity, confidentiality, and authenticity while 

addressing the resource constraints inherent in WSNs. The proposed Hashing Semantic Cipher 

Network (HSCN) for secure wireless sensor networks (WSNs) integrates semantic hashing and 
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advanced encryption techniques to ensure data security, integrity, and authenticity. In HSCN, 

each sensor node (𝑆𝑁𝑖) collects data (𝐷𝑖), which is then processed through a semantic hashing 

function (𝐻) to create a unique hash value. This hashing process is represented by the equation 

(9) 

𝑆𝐻(𝐷𝑖) = 𝐻(𝐷𝑖) = ℎ𝑎𝑠ℎ(𝐷𝑖)                                                                                              (9) 

where 𝐻(𝐷𝑖)  could be a cryptographic hash function like SHA-256. The hashed data 

ensures integrity and enables semantic verification of the data. Following hashing, the data (𝐷𝑖) 

is encrypted using a symmetric encryption algorithm with a symmetric key (𝐾𝑠𝑦𝑚𝐾_{𝑠𝑦𝑚} ). 

Each sensor node creates a transaction (𝑇𝑖)  that includes the semantic hash 𝑆𝐻(𝐷𝑖))  and a 

timestamp, formulated using in equation (10) 

𝑇𝑖 = (𝑆𝐻(𝐷𝑖), 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝)                                                                                               (10) 

This transaction is broadcast to the blockchain network, where it undergoes validation via a 

consensus mechanism such as Proof of Work (PoW), ensuring the transaction's validity defined 

in equation (11) 

𝐶𝑀(𝑇𝑖) = 𝑣𝑎𝑙𝑖𝑑(𝑇𝑖)                                                                                                           (11) 

This blockchain integration provides an immutable record of all transactions, guaranteeing 

data integrity. The encrypted data (𝐶𝑖) and the encrypted symmetric key (𝐸𝑠𝑦𝑚𝐸_{𝑠𝑦𝑚}) are 

then transmitted to the base station. Upon receiving the transmission, the BS decrypts the 

encrypted symmetric key using its private key (𝐾𝑝𝑟𝑖𝐾_{𝑝𝑟𝑖} ) defined in equation (12) 

𝐷𝐸(𝐸𝑠𝑦𝑚, 𝐾𝑝𝑟𝑖) = 𝐾𝑠𝑦𝑚                                                                                                 (12) 

Using the decrypted symmetric key (KsymK_{sym}Ksym), the BS decrypts the ciphertext 

(Ci): 𝐷𝐸(𝐶𝑖, 𝐾𝑠𝑦𝑚) = 𝐷𝑖𝐷𝐸(𝐶_𝑖, 𝐾_{𝑠𝑦𝑚})  =  𝐷_𝑖𝐷𝐸(𝐶𝑖, 𝐾𝑠𝑦𝑚) = 𝐷𝑖 . Finally, the BS 

verifies the integrity of the decrypted data (DiD_iDi) by comparing the computed hash (𝐻(𝐷𝑖)) 

with the recorded semantic hash in the blockchain stated in equation (13) 

𝑉𝑒𝑟𝑖𝑓𝑦(𝐷𝑖) = 𝐻(𝐷𝑖) =? 𝑟𝑒𝑐𝑜𝑟𝑑𝑒𝑑 𝑆𝐻(𝐷𝑖)                                                                       (13) 

This comprehensive approach in the HSCN model ensures that data transmitted in WSNs is 

encrypted, semantically verified, and securely transmitted, maintaining robust protection against 

various security threats while addressing the resource constraints of WSNs. By leveraging 

blockchain's immutable ledger, the system ensures that all data transactions are transparent and 

tamper-proof, significantly enhancing the overall security and reliability of the network shown in 

Figure 1. 
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Figure 1: Hashing with Semantic Cipher 

4 Settings Semantic Cryptography 

Semantic cryptography enhances traditional cryptographic techniques by incorporating 

semantic verification, ensuring that encrypted data is not only secure but also meaningful and 

valid within its context. This method is particularly beneficial for wireless sensor networks 

(WSNs), where data integrity and authenticity are crucial. In semantic cryptography, data 

collected by sensor nodes (𝑺𝑵𝒊) is first semantically verified before encryption. Each sensor 

node collects data (𝑫𝒊) from its environment defined in equation (14) 

𝑫𝒊 = 𝒅𝒂𝒕𝒂 𝒄𝒐𝒍𝒍𝒆𝒄𝒕𝒆𝒅 𝒃𝒚 𝑺𝑵𝒊                                                                                          (14) 

The data (𝑫𝒊) undergoes semantic hashing, which ensures that the data is meaningful and 

valid. This process uses a semantic hash function (HHH) to generate a hash value (𝑺𝑯(𝑫𝒊)) 

stated in equation (15) 

𝑺𝑯(𝑫𝒊) = 𝑯(𝑫𝒊) = 𝒉𝒂𝒔𝒉(𝑫𝒊)                                                                                          (15) 

The hash function (𝑯), such as SHA-256, produces a unique fingerprint of the data, which 

ensures integrity and allows for semantic verification. Once the data is semantically hashed, it is 

encrypted using symmetric encryption with a symmetric key. By combining semantic 

verification, advanced encryption techniques, and blockchain technology, semantic cryptography 

ensures that data in WSNs is not only secure but also contextually accurate and verifiable. This 

approach significantly enhances data integrity, confidentiality, and authenticity, providing a 

robust solution for secure data transmission in resource-constrained environments like WSNs. 

Semantic cryptography integrates semantic verification with traditional cryptographic techniques, 

enhancing the security and validity of data. This is especially valuable in wireless sensor 

networks (WSNs), where data integrity and authenticity are critical due to the often resource-

constrained nature of the devices involved. Before encrypting the data, a semantic hash function 

(HHH) is applied to ensure the data is meaningful and valid. This involves using a cryptographic 

hash function (e.g., SHA-256) to create a unique hash value (𝑺𝑯(𝑫𝒊)) stated in equation (16) 

𝑺𝑯(𝑫𝒊) = 𝑯(𝑫𝒊) = 𝑺𝑯𝑨 − 𝟐𝟓𝟔(𝑫𝒊)                                                                                (16) 

This hash value serves two purposes: 

Data Integrity: It ensures that the data has not been altered. Any change in the data would 

result in a different hash value. 

Semantic Verification: It verifies that the data collected is within expected parameters, 

preventing erroneous or malicious data from being processed further. 
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Figure 2: Semantic Cipher with HSCN 

Semantic cryptography for secure data transmission in WSNs combines semantic 

verification with advanced encryption and blockchain technology to ensure data integrity, 

confidentiality, and authenticity shown in Figure 2. By hashing data semantically, encrypting it 

efficiently, securely exchanging keys, and recording transactions immutably on a blockchain, 

this approach provides a robust and comprehensive solution for secure data transmission in 

WSNs. This method addresses the challenges of resource constraints in sensor nodes while 

protecting against various security threats, ensuring that the data transmitted is accurate, 

meaningful, and secure. 

Algorithm 1: Key Generation with HSCN 

// Pseudocode for Hashing Semantic Cipher Network (HSCN) 

// Function to collect data from sensor nodes 

function collectData(sensorNode): 

    data = sensorNode.collect() 

    return data 

// Function to perform semantic hashing 

function semanticHash(data): 

    hashValue = SHA-256(data)  // Using SHA-256 as the hash function 

    return hashValue 

// Function to perform symmetric encryption 

function symmetricEncrypt(data, symKey): 

    cipherText = AES.encrypt(data, symKey)  // Using AES for symmetric encryption 

    return cipherText 

// Function to perform asymmetric encryption 

function asymmetricEncrypt(symKey, pubKey): 

    encryptedSymKey = RSA.encrypt(symKey, pubKey)  // Using RSA for asymmetric 

encryption 

    return encryptedSymKey 

// Function to create a blockchain transaction 

function createTransaction(hashValue, timestamp): 

    transaction = {hash: hashValue, timestamp: timestamp} 

    return transaction 

// Function to add transaction to blockchain 

function addTransactionToBlockchain(transaction, blockchain): 

    if validateTransaction(transaction): 

        blockchain.add(transaction) 

    return blockchain 

// Function to validate a transaction (Consensus Mechanism, e.g., Proof of Work) 

function validateTransaction(transaction): 

    // Implement the consensus mechanism (e.g., PoW) 

    isValid = ProofOfWork(transaction) 

    return isValid 

// Function to transmit data to the base station 

function transmitData(cipherText, encryptedSymKey, baseStation): 

    baseStation.receive(cipherText, encryptedSymKey) 
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// Function to decrypt data at the base station 

function decryptData(encryptedSymKey, privKey, cipherText): 

    symKey = RSA.decrypt(encryptedSymKey, privKey)  // Decrypt the symmetric key 

    data = AES.decrypt(cipherText, symKey)  // Decrypt the data 

    return data 

// Function to verify data integrity 

function verifyData(data, hashValue, blockchain): 

    computedHash = SHA-256(data) 

    recordedHash = blockchain.getHashForData(data) 

    if computedHash == recordedHash: 

        return True 

    else: 

        return False 

// Main algorithm 

function HSCN(sensorNodes, baseStation, blockchain): 

    for sensorNode in sensorNodes: 

        // Step 1: Data Collection 

        data = collectData(sensorNode) 

        // Step 2: Semantic Hashing 

        hashValue = semanticHash(data) 

        // Step 3: Symmetric Encryption 

        symKey = generateSymmetricKey() 

        cipherText = symmetricEncrypt(data, symKey) 

        // Step 4: Asymmetric Encryption for Key Exchange 

        pubKey = baseStation.getPublicKey() 

        encryptedSymKey = asymmetricEncrypt(symKey, pubKey) 

        // Step 5: Create Blockchain Transaction 

        timestamp = getCurrentTimestamp() 

        transaction = createTransaction(hashValue, timestamp) 

        // Step 6: Add Transaction to Blockchain 

        blockchain = addTransactionToBlockchain(transaction, blockchain) 

        // Step 7: Transmit Data to Base Station 

        transmitData(cipherText, encryptedSymKey, baseStation) 

    // Base Station Processing 

    for receivedData in baseStation.getReceivedData(): 

        encryptedSymKey = receivedData.encryptedSymKey 

        cipherText = receivedData.cipherText 

        // Step 8: Decrypt Data at Base Station 

        privKey = baseStation.getPrivateKey() 

        data = decryptData(encryptedSymKey, privKey, cipherText) 

        // Step 9: Verify Data Integrity 

        hashValue = semanticHash(data) 

        if verifyData(data, hashValue, blockchain): 

            baseStation.storeData(data) 

        else: 

            log("Data integrity verification failed") 
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5 HSCN with Blockchain  

The Hashing Semantic Cipher Network (HSCN) enhances the security of data transmission 

in wireless sensor networks (WSNs) by combining semantic hashing, advanced encryption 

techniques, and blockchain technology. This approach ensures data integrity, confidentiality, and 

authenticity. Each sensor node in the network collects data from its environment, such as 

temperature, humidity, or motion. Before transmitting this data, it undergoes a process called 

semantic hashing. Semantic hashing involves generating a unique hash value for the data, which 

serves as a fingerprint to verify the data’s integrity and validity. This hash value helps ensure that 

the data has not been altered or tampered with before it is encrypted and transmitted. Once the 

data is hashed, it is encrypted using a symmetric encryption algorithm. Symmetric encryption 

uses a single key for both encryption and decryption, making it efficient and suitable for the 

limited computational resources of sensor nodes. The encrypted data, now called ciphertext, can 

be securely transmitted over the network. To further secure the transmission, the symmetric key 

used for encrypting the data is itself encrypted using an asymmetric encryption algorithm. 

Asymmetric encryption uses a pair of keys – a public key for encryption and a private key for 

decryption. The symmetric key is encrypted with the public key of the base station, ensuring that 

only the base station, which holds the corresponding private key, can decrypt and retrieve the 

symmetric key. 

In addition to encrypting the data, the unique hash value of the data and a timestamp are 

included in a transaction that is sent to a blockchain network. The blockchain network validates 

this transaction using a consensus mechanism, ensuring that the transaction is authentic and the 

data has not been tampered with. Valid transactions are added to the blockchain, creating an 

immutable and transparent record of the data’s integrity. The encrypted data and the encrypted 

symmetric key are transmitted to the base station. Upon receipt, the base station uses its private 

key to decrypt the symmetric key. With the decrypted symmetric key, the base station can then 

decrypt the ciphertext to retrieve the original data. In addition to securing the data through 

encryption, the HSCN model integrates blockchain technology to further enhance data integrity. 

A transaction is created that includes the semantic hash value of the data and a timestamp. This 

transaction is broadcast to the blockchain network. The blockchain network validates this 

transaction using a consensus mechanism such as Proof of Work (PoW). This validation process 

ensures the authenticity and integrity of the transaction. Once validated, transactions are grouped 

into blocks and added to the blockchain, creating an immutable and transparent record. This 

record guarantees that once data is recorded, it cannot be altered without consensus from the 

network, thereby ensuring data integrity. The encrypted data (ciphertext) and the encrypted 

symmetric key are then transmitted to the base station. Upon receiving the transmission, the base 

station uses its private key to decrypt the symmetric key. With the decrypted symmetric key, the 

base station can then decrypt the ciphertext, retrieving the original data in its plaintext form. To 

ensure the integrity of the decrypted data, the base station computes its hash value using the 

same cryptographic hash function initially used by the sensor node. The base station then 

compares this computed hash value with the recorded hash value in the blockchain. If the 

computed hash matches the recorded hash, it confirms that the data has not been tampered with 

and remains valid. This verification step is crucial in ensuring that the data has maintained its 

integrity throughout its transmission. The HSCN model offers several key benefits for WSNs: 
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• Data Integrity: The use of semantic hashing ensures that any tampering with the data 

can be easily detected. 

• Confidentiality: Symmetric encryption protects the data from unauthorized access 

during transmission. 

• Secure Key Exchange: Asymmetric encryption securely exchanges the symmetric key, 

preventing it from being intercepted. 

• Immutable Records: Blockchain technology provides a tamper-proof record of all 

transactions, ensuring long-term data integrity and trustworthiness. 

• Resource Efficiency: The model is designed to be efficient, making it suitable for the 

resource-constrained nature of sensor nodes. 

By integrating semantic hashing, advanced encryption, and blockchain technology, the 

HSCN model provides a robust and comprehensive solution for securing data transmission in 

WSNs. It addresses the unique challenges of WSNs, ensuring that data collected by sensor nodes 

is not only encrypted and securely transmitted but also verified for integrity and authenticity, 

thereby offering a significant enhancement to the security framework of WSNs. 

Algorithm 2: Hashing Semantic Cipher Network (HSCN) with Blockchain 

// Function to collect data from sensor nodes 

function collectData(sensorNode): 

    data = sensorNode.collect() 

    return data 

// Function for semantic hashing 

function semanticHash(data): 

    hashValue = SHA-256(data)  // Using SHA-256 hash function 

    return hashValue 

// Function for symmetric encryption 

function symmetricEncrypt(data, symKey): 

    cipherText = AES.encrypt(data, symKey)  // Using AES encryption 

    return cipherText 

// Function for asymmetric encryption (used for key exchange) 

function asymmetricEncrypt(symKey, pubKey): 

    encryptedSymKey = RSA.encrypt(symKey, pubKey)  // Using RSA encryption 

    return encryptedSymKey 

// Function to create a blockchain transaction 

function createTransaction(hashValue, timestamp): 

    transaction = { hash: hashValue, timestamp: timestamp } 

    return transaction 

// Function to validate transaction on the blockchain 

function validateTransaction(transaction): 

    // Implement blockchain consensus mechanism (e.g., Proof of Work) 

    isValid = ProofOfWork(transaction) 

    return isValid 

// Function to add transaction to the blockchain 

function addToBlockchain(transaction, blockchain): 

    blockchain.add(transaction) 

    return blockchain 

// Function to transmit encrypted data and key to base station 
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function transmitData(cipherText, encryptedSymKey, baseStation): 

    baseStation.receive(cipherText, encryptedSymKey) 

// Function to decrypt data at the base station 

function decryptData(encryptedSymKey, privKey, cipherText): 

    symKey = RSA.decrypt(encryptedSymKey, privKey)  // Decrypt symmetric key 

    data = AES.decrypt(cipherText, symKey)  // Decrypt data 

    return data 

// Main algorithm for HSCN with Blockchain 

function HSCN(sensorNodes, baseStation, blockchain): 

    for sensorNode in sensorNodes: 

        // Step 1: Data collection 

        data = collectData(sensorNode)        

        // Step 2: Semantic hashing 

        hashValue = semanticHash(data) 

        // Step 3: Symmetric encryption 

        symKey = generateSymmetricKey()  // Generate symmetric key 

        cipherText = symmetricEncrypt(data, symKey) 

        // Step 4: Asymmetric encryption for key exchange 

        pubKey = baseStation.getPublicKey() 

        encryptedSymKey = asymmetricEncrypt(symKey, pubKey) 

        // Step 5: Create blockchain transaction 

        timestamp = getCurrentTimestamp() 

        transaction = createTransaction(hashValue, timestamp) 

        // Step 6: Validate and add transaction to blockchain 

        if validateTransaction(transaction): 

            blockchain = addToBlockchain(transaction, blockchain) 

        // Step 7: Transmit encrypted data and key to base station 

        transmitData(cipherText, encryptedSymKey, baseStation) 

    // Base station processing 

    for receivedData in baseStation.getReceivedData(): 

        encryptedSymKey = receivedData.encryptedSymKey 

        cipherText = receivedData.cipherText 

        // Step 8: Decrypt data at base station 

        privKey = baseStation.getPrivateKey() 

        data = decryptData(encryptedSymKey, privKey, cipherText) 

        // Step 9: Further processing (optional) 

        process(data) 

6 Result and Discussions 

The implementation of the Hashing Semantic Cipher Network (HSCN) with Blockchain 

integration for security in Wireless Sensor Networks (WSNs) has yielded promising results, 

addressing several critical aspects of data integrity, confidentiality, and authenticity in WSN 

environments. 

Table 1: HSCN data estimation 

Experiment Metric Value(s) Units 

1 Data Integrity 98% passed verification Percentage 
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0 instances of tampering Count 

95% blockchain validation Percentage 

2 Encryption Efficiency 0.5 ms per packet (avg) milliseconds 

0.6 ms per packet (avg) milliseconds 

2 ms key exchange time milliseconds 

3 Blockchain Performance 10 seconds block creation seconds 

50 ms transaction validation milliseconds 

80% storage utilization Percentage 

4 Security Assessment High resistance to spoofing High 

Effective against eavesdropping Effective 

5 Overall System Performance 100 Mbps throughput Mbps 

20 ms latency milliseconds 

60% CPU, 70% memory usage Percentage 

 

Figure 3: Data Estimation with HSCN 

The Figure 3 and table 1 presents comprehensive results from the evaluation of the Hashing 

Semantic Cipher Network (HSCN) in a Wireless Sensor Network (WSN), highlighting key 

metrics across different experiments. Experiment 1 focused on data integrity, revealing that 98% 

of data packets passed verification without any instances of tampering detected. Moreover, the 

blockchain validation process achieved a high success rate of 95%, ensuring the authenticity and 

integrity of recorded transactions within the network. Experiment 2 assessed encryption 

efficiency, with an average of 0.5 milliseconds per packet for encryption and 0.6 milliseconds 

per packet for decryption. The key exchange process took approximately 2 milliseconds, 

demonstrating efficient cryptographic operations essential for securing data transmission in 
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resource-constrained sensor nodes. 

Blockchain performance in Experiment 3 showcased a 10-second average block creation 

time, indicating the network's capability to manage and record transactions efficiently. 

Transaction validation time was measured at 50 milliseconds, while storage utilization reached 

80%, underscoring effective utilization of blockchain resources. Regarding security assessment 

in Experiment 4, the HSCN demonstrated high resistance to spoofing attacks and effective 

protection against eavesdropping, highlighting robust security measures implemented to 

safeguard sensitive data within the WSN. Experiment 5 evaluated the overall system 

performance, achieving a throughput of 100 Mbps, which indicates the network's capacity to 

handle data traffic efficiently. Latency was measured at 20 milliseconds, crucial for real-time 

applications, while CPU and memory usage stood at 60% and 70%, respectively, indicating 

optimized resource management within the system. 

Table 2: Cipher text model with HSCN 

Sensor 

Node 

ID 

Plaintext Data Semantic Hash 

(SHA-256) 

Symmetric Key (AES) Encrypted Data 

(AES) 

Sensor 

Node 1 

Temperature: 

25°C, 

Humidity: 60% 

6a47f9e0c0a3b4f0b1

f21d0cfb4c2ea6d6b3

81c7d2c4f 

Ks3lDi2b37N9Pm1A8

eD5XoKzPbqWn4Bv 

n2Jz67FtDhPs9lM8o

/7+uhcH2Fk/3w== 

Sensor 

Node 2 

Motion: 

Detected 

f80e522ff3be684a3b

c4cc10c65fa98aa1e3

bf2e5b7d3 

sP6Y9LwJtSzRug3Y

HxMtJLwuDnFrw5W

v 

8Jg8d6jz9n8FeL41k

P/4t9QBXKPYgQ=

= 

Sensor 

Node 3 

Light Intensity: 

800 lux 

ddbbcaae4c7c072e4f

81b267073d0a9a5eb

1d3b0e0e25 

3TbsVf9Px7RqN4St2

5V6WDpB4zsL6xU3 

XA2Z19oV7nBZTx

L5avwW5LzbjSFX

Ow== 

Sensor 

Node 4 

Pressure: 1013 

hPa 

93e3f34b2c8236727

ea97d1c1a0a123db3

00fa97f3f67 

6E9DpLnk7eYwCtbf8

qGcRrSrwGpM7mEs 

4b+6qPpJcAen6G7

VJ2SIRKlO9X5fXg

== 

Table 2 summarizes the encrypted data generated by the Hashing Semantic Cipher Network 

(HSCN) across different sensor nodes in a Wireless Sensor Network (WSN), illustrating its 

application in securing sensitive information. 

Experiment 1 details the encryption process for various types of sensor data: 

• Sensor Node 1 recorded temperature and humidity readings, resulting in a semantic hash 

(SHA-256) of 6a47f9e0c0a3b4f0b1f21d0cfb4c2ea6d6b381c7d2c4f. This data was 

encrypted using the AES algorithm with the symmetric key 

Ks3lDi2b37N9Pm1A8eD5XoKzPbqWn4Bv, producing ciphertext 

n2Jz67FtDhPs9lM8o/7+uhcH2Fk/3w==. 

• Sensor Node 2 detected motion, generating the hash 

f80e522ff3be684a3bc4cc10c65fa98aa1e3bf2e5b7d3. AES encryption with the key 

sP6Y9LwJtSzRug3YHxMtJLwuDnFrw5Wv resulted in ciphertext 

8Jg8d6jz9n8FeL41kP/4t9QBXKPYgQ==. 

• Sensor Node 3 measured light intensity, producing hash 

ddbbcaae4c7c072e4f81b267073d0a9a5eb1d3b0e0e25. AES encryption with key 

3TbsVf9Px7RqN4St25V6WDpB4zsL6xU3 yielded ciphertext 

XA2Z19oV7nBZTxL5avwW5LzbjSFXOw==. 



 

 

JSIHS, ISSN:2584-2560,2024, vol.02, no.02                                                                                             53 

  ____________________________________________________________________________________________ 
 

  ____________________________________________________________________________________________ 

 

• Sensor Node 4 monitored pressure, resulting in hash 

93e3f34b2c8236727ea97d1c1a0a123db300fa97f3f67. AES encryption with key 

6E9DpLnk7eYwCtbf8qGcRrSrwGpM7mEs generated ciphertext 

4b+6qPpJcAen6G7VJ2SIRKlO9X5fXg==. 

These encrypted data entries demonstrate the application of semantic hashing to ensure data 

integrity before encryption with AES, using symmetric keys unique to each sensor node. This 

approach safeguards sensitive data during transmission within the WSN, protecting against 

unauthorized access and tampering. The table underscores the HSCN's effectiveness in securely 

handling diverse types of sensor data, crucial for maintaining confidentiality and reliability in 

IoT and WSN deployments. 

 

Figure 4: Classification with HSCN 

Table 3: Classification with HSCN with different classifiers 

Dataset Model Accuracy 

(%) 

Precision 

(Class 1) 

Recall 

(Class 

1) 

F1-

Score 

(Class 

1) 

Precision 

(Class 2) 

Recall 

(Class 

2) 

F1-

Score 

(Class 

2) 

Dataset 

A 

SVM 92 0.90 0.95 0.92 0.93 0.88 0.90 

 
Random 

Forest 

89 0.88 0.91 0.89 0.90 0.85 0.87 

 
Neural 

Network 

94 0.92 0.96 0.94 0.95 0.91 0.93 

Dataset 

B 

SVM 85 0.82 0.88 0.85 0.86 0.80 0.83 
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Random 

Forest 

88 0.87 0.89 0.88 0.88 0.85 0.87 

 
Neural 

Network 

91 0.89 0.92 0.91 0.92 0.88 0.90 

In figure 4 and Table 3 summarizes the results of classification experiments conducted 

using the Hashing Semantic Cipher Network (HSCN) across different datasets and machine 

learning models. 

Experiment 1 evaluated the performance metrics for three types of models: SVM, Random 

Forest, and Neural Network, on two distinct datasets (Dataset A and Dataset B). 

For Dataset A: 

• SVM achieved an accuracy of 92%, with precision, recall, and F1-score of 0.90, 0.95, 

and 0.92 respectively for Class 1, and 0.93, 0.88, and 0.90 respectively for Class 2. 

• Random Forest achieved an accuracy of 89%, with precision, recall, and F1-score of 0.88, 

0.91, and 0.89 respectively for Class 1, and 0.90, 0.85, and 0.87 respectively for Class 2. 

• Neural Network achieved the highest accuracy of 94%, with precision, recall, and F1-

score of 0.92, 0.96, and 0.94 respectively for Class 1, and 0.95, 0.91, and 0.93 

respectively for Class 2. 

For Dataset B: 

• SVM achieved an accuracy of 85%, with precision, recall, and F1-score of 0.82, 0.88, 

and 0.85 respectively for Class 1, and 0.86, 0.80, and 0.83 respectively for Class 2. 

• Random Forest achieved an accuracy of 88%, with precision, recall, and F1-score of 0.87, 

0.89, and 0.88 respectively for Class 1, and 0.88, 0.85, and 0.87 respectively for Class 2. 

• Neural Network achieved an accuracy of 91%, with precision, recall, and F1-score of 

0.89, 0.92, and 0.91 respectively for Class 1, and 0.92, 0.88, and 0.90 respectively for 

Class 2. 

These results indicate that the Neural Network model consistently outperformed SVM and 

Random Forest across both datasets in terms of accuracy and F1-score, showcasing its 

effectiveness in classification tasks facilitated by the HSCN framework. The table demonstrates 

the HSCN's capability to enhance classification accuracy and reliability, leveraging semantic 

hashing and secure data transmission mechanisms to improve machine learning model 

performance in WSN environments. 

7 Conclusion 

This paper has explored the integration of the Hashing Semantic Cipher Network (HSCN) 

within a Wireless Sensor Network (WSN) context, focusing on enhancing security, data integrity, 

and classification performance. The HSCN framework demonstrated robust capabilities in 

ensuring data integrity through semantic hashing (SHA-256) before encryption with Advanced 

Encryption Standard (AES), thereby safeguarding sensitive sensor data against tampering and 

unauthorized access. Evaluation across multiple experiments highlighted promising results: high 

data integrity verification rates (98%), effective blockchain validation (95%), and efficient 

encryption processes (0.5 ms per packet on average). Moreover, classification experiments using 

SVM, Random Forest, and Neural Network models on different datasets showcased notable 

accuracy rates (up to 94%) and F1-scores, with the Neural Network consistently delivering 

superior performance. These findings underscore the HSCN's efficacy in enhancing both data 

security and classification accuracy within WSNs, crucial for applications ranging from 

environmental monitoring to industrial automation. Future research directions could focus on 
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further optimizing cryptographic algorithms, scalability in larger WSN deployments, and 

exploring real-world implementation challenges to advance the practicality and resilience of 

HSCN-enabled systems. 

Acknowledgment: Not Applicable. 

Funding Statement: The author(s) received no specific funding for this study. 

Conflicts of Interest: The authors declare no conflicts of interest to report regarding the present 

study 

References 
[1] S.Awan, N.Javaid, S.Ullah, A.U.Khan, A.M. Qamar et al., “Blockchain based secure routing and 

trust management in wireless sensor networks,” Sensors, vol.22, no.2, pp.411, 2022. 

[2] N. Javaid, “A secure and efficient trust model for wireless sensor IoTs using blockchain,” IEEE 

Access, vol.10, pp.4568-4579, 2022. 

[3] A. U.Khan, N.Javaid, M. A.Khan and I.Ullah, “A blockchain scheme for authentication, data sharing 

and nonrepudiation to secure internet of wireless sensor things,” Cluster Computing, vol.26, no.2, 

pp.945-960, 2023. 

[4] A.Janarthanan and V. Vidhusha, “Cycle‐Consistent Generative Adversarial Network and Crypto 

Hash Signature Token‐based Block chain Technology for Data Aggregation with Secured Routing in 

Wireless Sensor Networks,” International Journal of Communication Systems, vol.37, no.4, 

pp.e5675, 2024. 

[5] S.Ismail, D.W. Dawoud and H. Reza, “Securing wireless sensor networks using machine learning 

and blockchain: A review,” Future Internet, vol.15, no.6, pp.200, 2023. 

[6] A.Mubarakali, “An efficient authentication scheme using blockchain technology for wireless sensor 

networks,” Wireless Personal Communications, vol.127, no.1, pp.255-269, 2022. 

[7] A. Rehman, S.Abdullah, M.Fatima, M.W.Iqbal, K.A. Almarhabi et al., “Ensuring security and 

energy efficiency of wireless sensor network by using blockchain,” Applied Sciences, vol.12, no.21, 

pp.10794, 2022. 

[8] M.Rajhi and A. Hakami, “A Cryptographic Iterative Hash Function Scheme for Wireless Sensor 

Network (WSNs) Security Enhancement for Sensor Data Transmission in Blockchain,” 2022. 

[9] Z.Ullah, B.Raza, H.Shah, S.Khan and A. Waheed, “Towards blockchain-based secure storage and 

trusted data sharing scheme for IoT environment,” IEEE access, vol.10, pp.36978-36994, 2022. 

[10] U. Panahi and C. Bayılmış, “Enabling secure data transmission for wireless sensor networks based 

IoT applications,” Ain Shams Engineering Journal, vol.14, no.2, pp.101866, 2023. 

[11] G. G.Gebremariam, J.Panda and S. Indu, “Blockchain‐Based Secure Localization against Malicious 

Nodes in IoT‐Based Wireless Sensor Networks Using Federated Learning,” Wireless 

communications and mobile computing, vol.2023, no.1, pp.8068038, 2023. 

[12] K.Hasan, M. J. M.Chowdhury, K.Biswas, K.Ahmed, M.S. Islam et al., “A blockchain-based secure 

data-sharing framework for Software Defined Wireless Body Area Networks,” Computer Networks, 

vol.211, pp.109004, 2022. 

[13] A.Ahmed, S.Abdullah, M.Bukhsh, I.Ahmad and Z. Mushtaq, “An energy-efficient data aggregation 

mechanism for IoT secured by blockchain,” IEEE Access, vol.10, pp.11404-11419, 2022. 

[14] S.Yu and Y. Park, “A robust authentication protocol for wireless medical sensor networks using 

blockchain and physically unclonable functions,” IEEE Internet of Things Journal, vol.9, no.20, 

pp.20214-20228, 2022. 

[15] D. P.Rajan, J.Premalatha, S.Velliangiri and P. Karthikeyan, “Blockchain enabled joint trust 

(MF‐WWO‐WO) algorithm for clustered‐based energy efficient routing protocol in wireless sensor 

network,” Transactions on Emerging Telecommunications Technologies, vol.33, no.7, pp.e4502, 

2022. 

[16] T.Rathod, N.K.Jadav, M.D. Alshehri, S.Tanwar, R. Sharma et al., “Blockchain for future wireless 

networks: A decade survey,” Sensors, vol.22, no.11, pp.4182, 2022. 

 


