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Abstract: Non-terrestrial networks have recently gained significant attention as an effective solution for
expanding wireless coverage using aerial platforms such as high-altitude platform stations (HAPS) and
unmanned aerial vehicles (UAVs). Despite their advantages, the open nature of wireless transmission
makes these networks vulnerable to security threats, particularly eavesdropping attacks. This paper
investigates a secure communication framework for a UAV-based secondary network operating within a
cognitive radio environment. To enhance communication security, a beyond-diagonal reconfigurable
intelligent surface (BD-RIS) is integrated with the UAV to intelligently manipulate the wireless
propagation environment. The BD-RIS improves the signal quality at the legitimate receiver while
reducing information leakage toward a potential eavesdropper. In addition, an adaptive power control
mechanism is employed to ensure that the interference introduced to the primary network remains within
an acceptable threshold. The proposed framework is implemented using MATLAB and Simulink to
evaluate the achievable secrecy rate under different system conditions. Simulation results indicate that the
BD-RIS assisted system provides a notable improvement in secrecy performance compared to
conventional communication schemes without intelligent surface support. Furthermore, increasing the
UAV transmits power and the number of BD-RIS elements leads to further improvements in secure
communication performance.

Keywords:Beyond-Diagonal Reconfigurable Intelligent Surface (BD-RIS), Physical Layer Security,
Unmanned Aerial Vehicle (UAV) Communications, Cognitive Radio Networks, Secrecy Rate
Maximization.

1.Introduction

Wireless communication technologies continue to evolve rapidly to meet the increasing
demand for reliable connectivity, high data rates, and wide-area coverage. Traditional terrestrial
communication infrastructures often face limitations in providing seamless connectivity in
remote regions, disaster zones, and maritime or mountainous environments [1-3]. To address
these challenges, non-terrestrial networks (NTNs) have emerged as an important extension of
conventional wireless systems. NTNs employ aerial platforms such as high-altitude platform
stations (HAPS) and unmanned aerial vehicles (UAVs) to extend communication coverage and
support flexible network deployment [4-5].

Although UAV-enabled communication systems provide several advantages, including
mobility, rapid deployment, and improved line-of-sight connectivity, the open and broadcast
nature of wireless channels introduces significant security concerns. In particular, transmitted
signals can easily be intercepted by unauthorized receivers, leading to potential eavesdropping
and information leakage [6]. Ensuring secure communication in such environments has therefore
become a critical research challenge.
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Conventional communication systems typically rely on cryptographic techniques
implemented at higher layers of the protocol stack to guarantee data confidentiality. While these
approaches are effective, they may require complex key management procedures and significant
computational resources [7-9]. As a result, physical layer security (PLS) has gained increasing
attention as an alternative approach that exploits the randomness and characteristics of wireless
channels to enhance communication security. The main objective of PLS techniques is to ensure
that the legitimate receiver experiences a better channel condition than the eavesdropper, thereby
enabling a positive secrecy rate.

Recently, reconfigurable intelligent surfaces (RIS) have attracted significant interest as a
promising technology capable of improving wireless communication performance by
intelligently controlling the propagation of electromagnetic waves [10]. RIS consists of a large
number of programmable passive elements that can adjust the phase and amplitude of incident
signals, allowing the wireless environment to be dynamically reconfigured. By carefully
designing the reflection characteristics of these elements, RIS can enhance signal strength at
desired receivers while suppressing interference and signal leakage toward unintended users [11-
14].

An advanced extension of conventional RIS technology is the beyond-diagonal
reconfigurable intelligent surface (BD-RIS). Unlike traditional RIS architectures that rely on
diagonal reflection matrices, BD-RIS introduces additional degrees of freedom by enabling more
flexible signal coupling among surface elements [15]. This capability allows BD-RIS to provide
more powerful signal manipulation and improved beamforming performance, which can
significantly enhance communication reliability and security [16].

In cognitive radio enabled non-terrestrial networks, multiple communication systems
share the same spectrum resources. In such scenarios, a secondary communication system must
operate without causing harmful interference to the primary network. Therefore, the secondary
transmitter must carefully regulate its transmission power according to an interference
temperature constraint imposed by the primary receiver [17]. This requirement introduces an
additional challenge in designing secure communication frameworks for UAV -assisted networks
[18-19].

Motivated by these challenges, this work investigates a secure communication framework
for a cognitive radio enabled UAV network assisted by a BD-RIS. In the considered system, a
HAPS acts as the primary transmitter, while a UAV functions as the secondary transmitter that
communicates with a legitimate secondary user in the presence of a potential eavesdropper [20-
21]. The BD-RIS mounted on the UAV is utilized to manipulate the propagation environment in
order to enhance the effective channel quality toward the legitimate receiver while limiting
signal leakage toward the eavesdropper.

To further improve system performance, an adaptive power control mechanism is
incorporated to ensure that the interference generated by the secondary transmission remains
within the acceptable threshold of the primary network. The proposed framework is implemented
using MATLAB and Simulink in order to evaluate the achievable secrecy rate under different
system parameters such as UAV transmit power and the number of BD-RIS elements.

The simulation results demonstrate that integrating BD-RIS with UAV communication
significantly improves the secrecy performance of the system compared with conventional
communication schemes without intelligent surface support. These results highlight the potential
of BD-RIS technology in enabling secure and efficient communication in future cognitive radio
enabled non-terrestrial networks.
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Contributions of This Work

The main contributions of this paper are summarized as follows:

* A secure communication framework is developed for a cognitive radio enabled UAV
communication system operating in a non-terrestrial network environment. The
framework considers the coexistence of a primary HAPS network and a secondary UAV
network while addressing potential eavesdropping threats.

* A beyond-diagonal reconfigurable intelligent surface (BD-RIS) assisted transmission
model is introduced to improve the propagation conditions between the UAV and the
legitimate secondary user. The BD-RIS enables intelligent manipulation of
electromagnetic waves to enhance the desired signal while limiting signal leakage toward
the eavesdropper.

* An adaptive power control mechanism is incorporated to regulate the transmission power
of the UAV while satisfying the interference temperature constraint imposed by the
primary network. This ensures that the secondary communication operates without
degrading the performance of the primary system.

* The proposed secure transmission framework is implemented using MATLAB and
Simulink to evaluate system performance under realistic wireless channel conditions,
including Rayleigh fading and additive white Gaussian noise.

* Extensive simulations are performed to analyze the impact of important system
parameters such as UAV transmit power and the number of BD-RIS elements on the
achievable secrecy rate. The results demonstrate that the integration of BD-RIS
significantly enhances secure communication performance compared to systems without
intelligent surface support.

2. Literature Review

Secure wireless communication has become an important research topic due to the
increasing openness and vulnerability of modern wireless networks. Traditional approaches
mainly rely on cryptographic techniques implemented at higher layers of the communication
protocol stack. Although these methods provide strong protection, they require complex key
management and computational resources, which may not always be suitable for resource-
constrained wireless environments. As a result, physical layer security (PLS) has gained
significant attention as a complementary technique that utilizes the inherent properties of
wireless channels to improve communication confidentiality.

With the rapid development of intelligent wireless technologies, reconfigurable intelligent
surfaces (RIS) have emerged as a promising solution for improving both communication
performance and security. RIS consists of a large number of programmable passive elements that
can adjust the phase and amplitude of reflected signals. By appropriately configuring these
elements, RIS can control the propagation of electromagnetic waves in the wireless environment.
Several studies have demonstrated that RIS can effectively enhance signal strength at desired
receivers while suppressing interference and reducing information leakage toward unintended
users.

Recent research has also explored the application of RIS in secure communication
systems. In these works, RIS is used to improve the secrecy rate by enhancing the channel
quality of the legitimate receiver relative to that of the eavesdropper. Various optimization
techniques have been proposed to adjust the reflection coefficients of RIS elements in order to
maximize secure transmission performance. These approaches show that RIS-assisted systems
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can significantly outperform conventional communication systems without intelligent surface
support.

An advanced extension of conventional RIS technology is the beyond-diagonal
reconfigurable intelligent surface (BD-RIS). Unlike traditional RIS architectures that rely on
simple diagonal reflection matrices, BD-RIS introduces additional flexibility by allowing more
complex signal coupling among surface elements. This additional degree of freedom enables
improved beamforming capability and more effective manipulation of the wireless propagation
environment.

At the same time, unmanned aerial vehicles (UAVs) have become an important
component of next-generation wireless networks. UAVs can act as mobile base stations or relay
nodes, providing flexible coverage and rapid deployment in dynamic communication scenarios.
When integrated into non-terrestrial networks (NTNs), UAVs can significantly extend
communication coverage in areas where terrestrial infrastructure is limited or unavailable.
However, UAV-based communication systems are also highly susceptible to eavesdropping due
to their wide coverage and broadcast transmission characteristics.

Although several studies have investigated RIS-assisted secure communication and
UAV-enabled wireless networks independently, limited research has addressed the joint
integration of BD-RIS technology with UAV-assisted cognitive radio systems for improving
secrecy performance. Therefore, this work focuses on developing a BD-RIS assisted secure
transmission framework for cognitive radio enabled UAV communication systems operating in
non-terrestrial network environments.

3. System Model

This section describes the communication model considered for the proposed BD-RIS
assisted secure transmission framework. The system operates within a cognitive radio enabled
non-terrestrial network environment where aerial communication platforms are utilized to extend

wireless coverage.
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Figure 1:System model of BD-RIS assisted cognitive radio enabled non-terrestrial network.

As illustrated in Fig. 1, the network consists of a high-altitude platform station (HAPS)
acting as the primary transmitter, a primary user (PU), and a secondary communication link
established by an unmanned aerial vehicle (UAV). The UAV serves as the secondary transmitter
and communicates with a legitimate secondary user (SU). In addition, a passive eavesdropper
(Eve) is assumed to exist in the communication environment and attempts to intercept the
transmitted signal.

To improve communication security, a beyond-diagonal reconfigurable intelligent surface
(BD-RIS) is deployed near the UAV. The BD-RIS contains multiple programmable reflecting
elements capable of adjusting the phase and amplitude of incident signals. By intelligently
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controlling the reflection characteristics, the BD-RIS enhances the propagation conditions of the
legitimate communication link while limiting signal leakage toward the eavesdropper.

Since the UAV operates as a secondary transmitter sharing spectrum resources with the
primary network, its transmission must satisfy the interference constraint imposed by the primary
receiver.

A. Signal Transmission Model

Let x denote the baseband signal transmitted by the UAV with transmit power Ps. In the
proposed system, the information symbols are generated randomly and modulated using
quadrature phase shift keying (QPSK).

The BD-RIS modifies the transmitted signal through its programmable reflection
response. The effective reflected signal after BD-RIS processing can be expressed as

y = ax (1)

where a represents the effective reflection gain introduced by the BD-RIS and x denotes
the transmitted signal.

B. Channel Model

The wireless links between the UAV and the receivers are modeled using independent
Rayleigh fading channels to represent practical wireless propagation conditions. Additive white
Gaussian noise (AWGN) is considered at all receivers.

The received signal at the legitimate secondary user is given by

ys = hsy + ns (2)
Similarly, the received signal at the eavesdropper is expressed as
ye = hey + ne (3)

where hs and he represent the channel coefficients corresponding to the UAV-to-SU link
and UAV-to-Eve link, respectively. The terms ns and ne denote the additive white Gaussian
noise components at the legitimate receiver and the eavesdropper, with variance 2.

C. SINR Formulation

Based on the received signal expressions, the signal-to-interference-plus-noise ratio
(SINR) at the legitimate receiver can be written as

ys = |hs a x|* / o* 4)
Similarly, the SINR at the eavesdropper is given by
yve = |he a x|*/o? (5)

These SINR values determine the achievable communication rates of the legitimate
receiver and the eavesdropper.

D. Secrecy Rate

The achievable secrecy rate is defined as the difference between the achievable data rates
of the legitimate receiver and the eavesdropper. It is expressed as

Rsec = max(0,log2(1 + ys) — log2(1 + ye)) (6)

A positive secrecy rate indicates that the legitimate receiver experiences better channel
conditions than the eavesdropper, ensuring secure communication.

E. Interference Constraint

Since the UAV operates as a secondary transmitter in a cognitive radio environment, its
transmission must not cause harmful interference to the primary network. Therefore, the transmit
power of the UAV must satisfy the following constraint

Ps < min(Pmax,Ith /|g|?) (7)
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where Pmax represents the maximum allowable transmit power of the UAV, Ith denotes
the interference threshold tolerated by the primary receiver, and g represents the interference
channel coefficient between the UAV and the primary user.

The objective of the proposed system is to maximize the achievable secrecy rate while
satisfying the interference constraint imposed by the primary network.

4. Proposed BD-RIS Assisted Secure Transmission Scheme

This section presents the proposed BD-RIS assisted secure transmission scheme designed
to improve the secrecy performance of the UAV communication system. Unlike the system
model described in the previous section, this section focuses on the operational procedure used to
enhance the legitimate communication link while reducing the probability of successful
eavesdropping.

The proposed framework integrates three main components: adaptive power allocation at
the UAV transmitter, intelligent signal reflection using BD-RIS, and secrecy rate evaluation
based on the received signal quality.

A. Secure Transmission Strategy

The main objective of the proposed scheme is to maximize the achievable secrecy rate
while satisfying the interference constraint imposed by the primary network. In order to achieve
this objective, the UAV transmission is controlled based on the instantaneous channel conditions.

The UAV is allowed to transmit only when the channel condition of the legitimate user is
stronger than that of the eavesdropper. This condition ensures that the legitimate receiver
experiences a higher signal quality compared to the eavesdropper, which directly improves the
secrecy rate of the system.

B. BD-RIS Assisted Signal Enhancement

The BD-RIS plays a key role in improving the quality of the legitimate communication
link. By adjusting the reflection characteristics of its elements, the BD-RIS redirects the incident
electromagnetic waves toward the legitimate receiver.

This intelligent reflection process effectively strengthens the received signal at the
legitimate user while limiting the signal power received by the eavesdropper. As a result, the
difference between the legitimate channel capacity and the eavesdropper channel capacity
increases, leading to improved secrecy performance.

C. Adaptive Power Allocation

To ensure coexistence with the primary network, the transmit power of the UAV must
satisfy the interference temperature constraint imposed by the primary receiver. Therefore, an
adaptive power allocation strategy is implemented to determine the transmit power of the UAV.

The transmit power is dynamically adjusted according to the interference channel
condition between the UAV and the primary user. If the interference level approaches the
allowable threshold, the UAV transmission power is reduced to maintain acceptable interference
levels.

This power control strategy allows the secondary communication system to operate
efficiently without causing harmful interference to the primary network.

D. Operational Algorithm

The proposed secure transmission scheme follows the following operational steps:

1. Initialize system parameters including transmit power limits, noise variance, and channel
coefficients.
2. Generate random data symbols and apply QPSK modulation at the UAV transmitter.
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3. Estimate the channel conditions between the UAV, the legitimate user, the eavesdropper,
and the primary receiver.

4. Apply the secure transmission condition by comparing the legitimate channel gain and
the eavesdropper channel gain.
Determine the UAV transmit power using the interference constraint.
Apply BD-RIS reflection processing to enhance the propagation environment.
Propagate the signal through Rayleigh fading channels toward the receivers.
Compute the SINR values at the legitimate receiver and the eavesdropper.
Calculate the achievable secrecy rate based on the SINR values.
0. Repeat the process for multiple simulation iterations to obtain average performance

results.

E. Implementation Framework

The proposed scheme is implemented using MATLAB and Simulink. The simulation
framework consists of several functional modules including symbol generation, QPSK
modulation, adaptive power control, BD-RIS processing, wireless channel modeling, SINR
computation, and secrecy rate evaluation.

The performance of the system is analyzed using Monte Carlo simulations in order to

evaluate the impact of key system parameters such as UAV transmit power and the number of
BD-RIS reflecting elements on the achievable secrecy rate.

N I AR

T Eund__ >

Figure 2: Flowchart of the proposed BD-RIS assisted secure transmission algorithm.
The simulation outputs the achievable secrecy rate under different system parameters
such as UAV transmit power and number of BD-RIS elements.

S. Simulation Results and Discussion

This section presents the simulation results used to evaluate the performance of the
proposed BD-RIS assisted secure communication framework. The system model and the
proposed transmission scheme are implemented using MATLAB and Simulink in order to
analyze the achievable secrecy performance under different system conditions.

The simulations consider a UAV acting as a secondary transmitter communicating with a
legitimate secondary user in the presence of a passive eavesdropper. The wireless channels
between the UAV and the receivers are modeled using Rayleigh fading in order to represent
practical non-line-of-sight propagation environments. In addition, additive white Gaussian noise
(AWGN) is considered at all receivers.
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The main performance metric used in the simulations is the achievable secrecy rate,
which represents the difference between the achievable communication rates of the legitimate
receiver and the eavesdropper.

A. Simulation Parameters

The key simulation parameters used in the performance evaluation are summarized as
follows.

* Noise variance : 6 = 107*

* Maximum UAV transmit power : Pmax = 25 dBm

» Interference threshold : Ith = 107°

* Primary transmitter power: Qp = 40 dBm

* Number of BD-RIS elements : M = 8 — 64

* Channel model : Rayleigh fading

* Modulation scheme : QPSK

Monte Carlo simulations are performed to obtain statistically reliable results by averaging
the secrecy rate over multiple channel realizations.

B. Convergence of Secrecy Rate

Fig. 3 illustrates the convergence behavior of the achievable secrecy rate over several
simulation iterations. The results compare the performance of the communication system with
and without BD-RIS assistance.

oy Rate (bps/Hz)

Achievable Secrc

Figure 3: Convergence behavior of the achievable secrecy rate for different numbers of BD-RIS elements.

It can be observed that the secrecy rate gradually converges as the number of iterations
increases. The system assisted by BD-RIS achieves a significantly higher secrecy rate compared
to the conventional system without intelligent surface support. This improvement is mainly due
to the ability of BD-RIS to enhance the signal strength at the legitimate receiver while reducing
the effective signal power received by the eavesdropper.

C. Impact of UAV Transmit Power

Fig 4 presents the impact of UAV transmit power on the achievable secrecy rate. The
transmit power of the UAV is varied from 20 dBm to 30 dBm to evaluate its effect on system
performance.
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Figure 4: Impact of UAV transmit power on achievable secrecy rate.

The results indicate that the secrecy rate increases as the transmit power increases
because the received signal strength at the legitimate receiver becomes stronger. However, the
BD-RIS assisted system consistently outperforms the conventional system across all transmit
power levels. This demonstrates that BD-RIS can effectively improve secure communication
even when the transmit power is limited.

D. Impact of BD-RIS Elements

Fig. 5 shows the effect of the number of BD-RIS reflecting elements on the achievable
secrecy rate. Increasing the number of RIS elements provides additional degrees of freedom for
manipulating the wireless propagation qnviroqment. |
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Figure 5: Achievable secrecy rate versus number of BD-RIS elements.

The results show that the secrecy rate improves as the number of BD-RIS elements
increases. This occurs because a larger BD-RIS can more effectively enhance the signal
propagation toward the legitimate receiver while suppressing the signal strength toward the
eavesdropper.

Overall, the simulation results demonstrate that the proposed BD-RIS assisted secure
transmission scheme significantly improves the secrecy performance of UAV communication
systems operating in cognitive radio enabled non-terrestrial networks.

6. Conclusion

This paper investigated a BD-RIS assisted secure communication framework for UAV-
enabled cognitive radio networks operating in non-terrestrial communication environments. The
proposed system considers a UAV acting as a secondary transmitter communicating with a
legitimate secondary user in the presence of a potential eavesdropper while sharing spectrum
resources with a primary HAPS-based network.

To enhance communication security, a beyond-diagonal reconfigurable intelligent surface
(BD-RIS) was integrated with the UAV communication system in order to intelligently
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manipulate the wireless propagation environment. In addition, an adaptive power control
mechanism was introduced to regulate the transmit power of the UAV while satisfying the
interference constraint imposed by the primary network.

The proposed secure transmission scheme was implemented using MATLAB and
Simulink, and the system performance was evaluated in terms of achievable secrecy rate.
Simulation results demonstrated that the BD-RIS assisted system significantly improves secrecy
performance compared with conventional communication systems without intelligent surface
support. Furthermore, the results showed that increasing the UAV transmit power and the
number of BD-RIS elements leads to further improvements in the achievable secrecy rate.

The findings of this work highlight the potential of BD-RIS technology in enhancing
secure communication for UAV-assisted cognitive radio networks. Future work may investigate
advanced BD-RIS optimization techniques, multi-user communication scenarios, and machine
learning-based control strategies for dynamically adapting RIS configurations in complex
wireless environments.
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