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Abstract: E-commerce platforms face growing challenges in detecting and preventing fraudulent
transactions due to the evolving strategies of attackers and the hidden nature of online interactions.
Traditional fraud detection systems largely depend on historical order information, which limits their
ability to detect dynamic and sophisticated fraudulent behavior. This paper introduces a novel fraud
detection framework that combines machine learning techniques with process mining to monitor and
analyze real-time user behavior within B2C e-commerce platforms. The approach begins with
constructing a behavioral process model tailored to the transaction flows of e-commerce users. An
anomaly detection method is then applied to extract critical features from event logs, capturing
irregularities in transaction activities. These features are subsequently fed into a Support Vector Machine
(SVM)-based classification model to accurately identify fraudulent transactions. Experimental results
validate the proposed model's capability to detect complex, evolving fraud patterns with improved
accuracy and efficiency. This integrated approach enhances the adaptability and robustness of fraud
detection mechanisms in modern e-commerce environments.

Keywords:E-commerce fraud detection, Machine learning, Process mining, Support Vector Machine
(SVM).

1.Introduction

The exponential growth of e-commerce platforms has revolutionized the way individuals
and organizations engage in commercial activities, making transactions more convenient, faster,
and accessible on a global scale [1]. This digital evolution, however, has simultaneously given
rise to new and sophisticated forms of cybercrime, with fraud standing out as one of the most
prevalent and damaging threats in online commercial ecosystems [2]. Fraudulent activities in e-
commerce not only result in direct financial losses for businesses and customers but also
significantly erode consumer trust, disrupt operations, and tarnish brand reputations [3]. As the
number of participants in e-commerce transactions increases—including sellers, buyers, third-
party vendors, logistics providers, and financial intermediaries—the complexity of fraud
detection escalates, creating a challenging environment for ensuring transactional integrity [4].
Traditional fraud detection methods often focus on single-perspective data analysis—such as
analyzing buyer behavior or financial transaction patterns in isolation [5]. While such approaches
can identify basic anomalies, they fall short when dealing with coordinated fraudulent behaviour
involving multiple participants across the transaction chain [6]. These schemes may include
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seller collusion, identity spoofing, payment fraud, fake reviews, or triangulation fraud, which
exploit the distributed nature of e-commerce infrastructures [7]. Moreover, the dynamic and fast-
paced environment of online commerce allows fraudsters to quickly adapt to detection
mechanisms, making static or rule-based systems ineffective in long-term fraud mitigation. This
necessitates the development of intelligent, adaptive, and multi-perspective approaches that can
analyze diverse data streams and uncover hidden patterns indicative of fraud. Another major
challenge in e-commerce fraud detection is the imbalance and heterogeneity of available data.
Fraudulent transactions typically represent a small minority of the overall transaction volume,
leading to highly skewed datasets. This imbalance often causes traditional classifiers to
underperform, as they tend to favour majority classes and misclassify rare yet critical fraudulent
activities. Additionally, multi-participant environments introduce a high level of data
heterogeneity, as information may span structured transaction logs, unstructured user reviews,
social media interactions, geographic information, and behavioural metrics. Effectively
integrating and analyzing such disparate data sources is essential to providing a holistic view of
the transaction and its involved entities.

Recent advancements in machine learning (ML), data mining, and network analysis have
enabled the development of more robust and scalable fraud detection frameworks. These
techniques allow for the extraction of meaningful patterns and relationships from large and
complex datasets. Specifically, graph-based learning models and behaviour profiling methods
have shown promise in identifying collusive behaviours and abnormal transaction flows.
However, despite the technological progress, there remain significant gaps in the literature
concerning the simultaneous analysis of multiple participant roles and their interactions within
the transaction process. Most existing studies focus narrowly on either user fraud or seller-side
anomalies, neglecting the interconnected nature of fraud across different transaction participants.
In response to these challenges, there is a growing recognition that fraud detection in e-
commerce must evolve beyond linear and siloed approaches. A shift toward multi-perspective
analysis is essential for capturing the full scope of fraudulent behaviour in ecosystems where
various actors can dynamically assume multiple roles. For instance, a single user may function as
both buyer and seller, or fraudsters may control multiple accounts to simulate legitimate activity.
Understanding these role dynamics requires intelligent modelling of transaction networks,
participant behaviors, and contextual information over time. Furthermore, the temporal evolution
of fraud patterns highlights the need for real-time or near real-time monitoring systems that can
adapt to emerging threats and evolving strategies used by malicious actors. Trust, transparency,
and accountability are foundational principles in e-commerce, yet they are persistently
undermined by the rising sophistication of fraudulent schemes. This is particularly concerning in
sectors such as online marketplaces, digital services, and cross-border commerce, where
participant verification is often weak and regulatory oversight is limited.

The primary contribution of this paper lies in the development of a multi-perspective
fraud detection framework tailored for multi-participant e-commerce transactions. Unlike
conventional methods that rely solely on historical transaction data, this research integrates
process mining techniques with machine learning algorithms to capture dynamic user behaviours
in real time. A unique process model is proposed for B2C e-commerce environments that enables
the detection of abnormal activity patterns from event logs. The model extracts significant
behavioral features which are then used to train a Support Vector Machine (SVM) classifier for
effective fraud detection. This hybrid approach enhances detection accuracy by considering both
static and temporal aspects of user interactions, thereby enabling early identification of
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suspicious behaviour. The system's ability to analyze ongoing user actions, rather than just static
data, addresses an existing gap in fraud prevention technologies. Through extensive simulation,
the framework demonstrates its robustness and reliability in capturing context-aware fraudulent
activities, making it highly applicable to real-world e-commerce platforms where multiple users
and roles interact dynamically.

2.Related Works

The detection of fraud in e-commerce platforms has attracted significant research
attention over the past decade, particularly due to the financial, operational, and reputational
threats it poses to digital ecosystems. Traditional approaches to fraud detection have largely
centered around rule-based systems, where predefined if-then rules are used to flag suspicious
activities. While these methods are simple and interpretable, they lack the adaptability required
to handle evolving fraud strategies and are often prone to high false-positive rates. As a result,
researchers have increasingly turned to machine learning (ML) and data mining techniques to
enhance the accuracy, scalability, and efficiency of fraud detection models. Early ML-based
studies predominantly focused on binary classification models using supervised algorithms such
as logistic regression, decision trees, random forests, support vector machines (SVM), and
artificial neural networks (ANN). These models performed well when sufficient labelled data
was available, especially in detecting credit card fraud and transaction anomalies. However, the
severe class imbalance in real-world datasets—where genuine transactions vastly outnumber
fraudulent ones—posed significant challenges in achieving reliable fraud detection. To address
this, techniques such as oversampling (e.g., SMOTE), under sampling, and cost-sensitive
learning were introduced to improve model sensitivity towards minority classes.

Mamand [8] applied classical data mining strategies to fraud scenarios and emphasized
the importance of preprocessing and domain understanding to derive actionable insights from
transactional datasets. Narayan et al. [9] explored the application of machine learning algorithms
in e-commerce environments, highlighting the critical role of supervised learning models in
enhancing fraud detection accuracy across digital marketplaces. Paul and Paul [10] introduced a
novel bio-inspired optimization method using the Poor and Rich Squirrel Algorithm integrated
with a Deep Maxout Network, demonstrating significant improvement in credit card fraud
detection tasks. Similarly, Seera et al. [11] developed an intelligent fraud detection system that
combines fuzzy min—max neural networks and decision trees, achieving notable performance in
identifying fraudulent payment card transactions. The issue of class imbalance in fraud datasets
was addressed by Baisholan et al. [12], who proposed FraudX Al, a framework focused on
interpretable machine learning applied to imbalanced credit card data. Yan et al. [13] advanced
this line of work with the FIW-GNN model, a heterogeneous graph-based learning approach
designed to model complex relationships in credit card fraud detection. Their approach
demonstrated promising results in capturing both behavioral and structural anomalies through
graph representation learning. Adebayo et al. [14] provided a comparative review of machine
learning and concept drift techniques for credit card fraud detection, emphasizing the limitations
of static models and the need for adaptive systems. Cheng et al. [15] proposed the GNN-CL
model, combining graph neural networks with contrastive learning to detect fraud in financial
transactions with greater generalization capabilities across unseen fraud patterns.

Process mining techniques were adopted by Chinnaiah et al. [16], who used deep
autoencoders to reconstruct business processes and detect anomalies in transaction flows,
providing a foundation for understanding fraud in operational contexts. Karthika and Senthilselvi
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[17] implemented a credit card fraud detection system using a dilated CNN architecture with
sampling strategies, demonstrating strong performance in sequential data learning while tackling
data imbalance. Ensemble methods have also received attention, as shown by Bakhtiari et al.
[18], who applied multiple classifiers through data mining ensembles to increase prediction
accuracy in fraud detection. Almazroi and Ayub [19] focused on online payment fraud and
utilized multiple machine learning techniques to build a hybrid detection model capable of
adapting to different payment modalities. Broader perspectives on safeguarding credit card
transactions were reviewed by Vetrivendan and Kumar [20], who conducted a comprehensive
study comparing fraud prevention techniques, providing insights into the strengths and
weaknesses of each. Tiwari et al. [21] conducted an empirical comparison of credit card fraud
detection algorithms, identifying SVM and ensemble models as particularly effective under
specific data configurations.

Natural Language Processing (NLP) methods have also been utilized in fraud detection,
such as the FinChain-BERT model introduced by Yang et al. [22], which applied BERT-based
NLP techniques to financial texts for fraud classification tasks. Mahya et al. [23] took a
bibliometric approach to analyze research trends in automated fraud detection, uncovering
thematic clusters and indicating a growing preference for intelligent automation tools in financial
fraud investigation. Stachura [24] introduced a cloud-based fraud detection model utilizing
Recurrent Neural Networks (RNNs) and automated feature extraction, showcasing the
effectiveness of sequential learning in banking applications. Lastly, Ouazzane et al. [25]
proposed a novel feature engineering framework that integrates both traditional machine learning
and deep learning algorithms for cyber fraud detection, underscoring the importance of feature
representation in improving detection accuracy across various fraud scenarios.

The extensive research on fraud detection using machine learning, deep learning, graph
analysis, and data mining techniques, a significant gap remains in effectively addressing fraud in
multi-participant e-commerce environments. Most existing studies primarily focus on detecting
fraud at the individual level—either analyzing buyer behavior, seller anomalies, or transactional
irregularities in isolation. However, real-world fraud often involves coordinated behavior among
multiple parties, such as buyer-seller collusion, fake reviews, or third-party manipulation, which
cannot be captured through single-perspective models. Furthermore, many models rely heavily
on static rule-based or supervised approaches that fail to generalize well to evolving fraud
patterns or previously unseen attacks. Techniques addressing class imbalance and heterogeneous
data sources have emerged, but they still lack a unified framework capable of correlating
behavior across various entities involved in a transaction. Additionally, while some studies have
adopted graph-based models and hybrid approaches, they often overlook the temporal evolution
of fraud and do not integrate multi-role dynamics, where a single actor may assume different
identities or roles within a system. The lack of interpretability and scalability in many advanced
models also limits their real-time applicability in dynamic e-commerce ecosystems. Therefore,
there is a pressing need for a robust, multi-perspective fraud detection framework that captures
interdependencies, models participant behavior holistically, adapts to changing patterns, and
provides explainable outputs to ensure trust, transparency, and timely intervention.

3.Proposed Fraud Detection with Machine Learning

The detection and prevention of fraudulent transactions have long been critical priorities
for securing e-commerce platforms. However, the inherent anonymity and dynamic nature of e-
commerce environments make it difficult to accurately identify malicious actors using only
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historical transaction data. Traditional fraud detection techniques often fall short, as they
typically ignore the evolving behavioural patterns of users and do not account for interactions
from multiple participant roles. This results in limited detection accuracy and delayed responses
to fraudulent activities. To address these limitations, this study proposes a novel fraud detection
framework that combines machine learning with process mining to analyze real-time user
behaviours in multi-participant e-commerce systems. The approach begins by constructing a
process model tailored to Business-to-Consumer (B2C) e-commerce operations, incorporating
behaviour tracking of users across the transaction lifecycle. An abnormality analysis mechanism
is then employed to extract significant behavioural features from event logs, capturing deviations
from normative user conduct. These extracted features are subsequently input into a Support
Vector Machine (SVM) classifier, which is trained to distinguish between legitimate and
fraudulent transactions. Experimental results validate the proposed method’s effectiveness in
detecting dynamic, context-dependent fraudulent behaviours, highlighting its potential to
enhance transaction security and reduce financial losses in e-commerce ecosystems.

The detection and prevention of fraudulent transactions in e-commerce systems are vital
to maintaining trust, financial stability, and platform integrity. Traditional fraud detection
techniques primarily rely on static, rule-based methods or historical transaction analysis.
However, these approaches often fail to identify dynamic or hidden fraudulent behaviours,
especially in modern multi-participant e-commerce systems where multiple roles (e.g., buyer,
seller, intermediary) interact continuously. To address these challenges, this paper introduces a
multi-perspective fraud detection framework that integrates machine learning with process
mining techniques. The proposed method is designed to monitor user behaviors in real time,
extract relevant patterns from transaction activities, and classify potential frauds with high
accuracy. Detecting fraudulent transactions on e-commerce platforms is increasingly difficult
due to the complex and dynamic behaviours of users. Traditional fraud detection approaches rely
on predefined rules or historical transaction patterns, which often fail to detect evolving or multi-
participant fraud. These limitations highlight the need for a more adaptive and real-time method
that can capture user behaviour from multiple perspectives. This paper proposes a novel fraud
detection framework that combines process mining and machine learning to monitor and classify
transactions more accurately. To capture user activity patterns, we define a process model for
typical e-commerce interactions such as browsing, adding items to cart, payment, and review
submission. Each transaction is considered a sequence of events stated in equation (1)

P(t) = (el,e2,...,en) (1)

In equation (1) P(t) is the process of transaction t, and ei represents the i-th event (e.g.,
login, view product, payment). Unusual behavior such as skipping expected events (e.g., making
a payment without browsing or cart activity) may signal fraudulent intent. We extract important
features from event logs that reflect user actions over time. These features form the basis for
identifying abnormalities Session Time (f1) stated as Total duration of a user session. Event
Count (f2) demonstrated as Number of actions in a transaction; Missing Events (f3) stated as
Expected steps not followed and Transaction Frequency (f4) defined as Number of transactions
per hour/day. Each transaction is converted into a feature vector defined in equation (2)

X =[f1,f2,f3, f4] (2)

These vectors help distinguish between normal and suspicious transactions. To quantify
how unusual a transaction is, we assign an abnormality score using a weighted sum stated in
equation (3)
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Ay =wl- - f1+w2- -f2+w3-f3+wh-f4 3)

In equation (3) A(t) represented as Abnormality score of transaction t and wi defined as
Weight assigned to each feature. Higher scores indicate greater deviation from normal behavior
and potential fraud. We use a Support Vector Machine (SVM) for classifying transactions as
fraudulent or genuine. The SVM learns from past transaction data with known labels. Let Xi is
the Feature vector of transaction i and yi stated as Label for transaction i (1 = fraud, 0 =
genuine). The SVM classifier finds the best boundary (hyperplane) to separate the two classes
defined in equation (4)

f(X) =sign(w-X +b) 4)

In equation (4) w represented as Weight vector learned during training; b stated as Bias
term and f (X) denoted as Output class (1 or 0). During testing, new transactions are classified in
real time based on their feature vectors. Fraud detection in e-commerce platforms is a critical
challenge due to the rapid growth of online transactions and the increasing sophistication of
fraudsters. Traditional methods rely heavily on static rules and historical data patterns, which
often fail to capture evolving, multi-actor fraudulent schemes. These methods typically analyze
the behavior of individual users—such as buyers or sellers—in isolation, ignoring the complex
interactions that can occur between multiple parties involved in a single transaction. In real-
world scenarios, fraud often arises from coordinated activities between different participants,
including fake buyers, compromised sellers, and manipulated delivery processes. To address
these complexities, we propose a fraud detection framework that integrates behavioral process
modeling and machine learning techniques, enabling the detection of dynamic and multi-
perspective fraudulent activities in real time. The proposed method begins by modeling user
behaviors as a sequence of events within the transaction flow of a typical e-commerce platform.
This includes activities such as logging in, browsing products, adding items to a cart, completing
payments, submitting reviews, and requesting refunds. Each user’s behavior is tracked and
recorded as an event log, which captures the sequence and timing of their actions. By analyzing
these logs, it becomes possible to identify deviations from normal behavior patterns. For instance,
if a user repeatedly completes high-value purchases within seconds of logging in, without
browsing or cart activity, this may indicate automated or suspicious activity. Next, the system
extracts meaningful behavioral features from the event logs. These features include the time
spent per session, the number of actions taken, the order of events, frequency of transactions, and
any unusual patterns such as skipping steps or triggering refunds shortly after delivery
confirmation. These features help build a comprehensive profile of each user’s activity and
provide valuable indicators of potential fraud. Additionally, the system considers contextual
factors such as the geographical location of the transaction, the device used, and the time of day,
which may offer further insights into suspicious behavior.

After extracting the behavioral features, they are fed into a machine learning model for
classification. We employ a Support Vector Machine (SVM) as the primary classifier due to its
effectiveness in handling high-dimensional data and its robustness in binary classification tasks.
The model is trained using labeled transaction data that includes both legitimate and fraudulent
cases. During the training process, the model learns to differentiate between normal and
abnormal behavior patterns based on the input features. Once trained, the SVM model is capable
of analyzing new, unseen transactions and predicting whether they are likely to be fraudulent. -
The system operates in real-time, continuously monitoring user behavior and processing
transactions as they occur. When a transaction is initiated, the system captures the associated
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event data, extracts the relevant features, and applies the trained SVM model to classify the
transaction. If the model flags the transaction as potentially fraudulent, it can be automatically
blocked or routed for further investigation by the security team. This real-time capability ensures
that fraud is detected and mitigated before financial damage occurs. To validate the effectiveness
of the proposed method, we conducted a series of experiments using a benchmark dataset
containing real-world e-commerce transactions. The model was evaluated based on standard
performance metrics such as accuracy, precision, recall, and F1-score. Results indicate that the
proposed approach significantly outperforms traditional rule-based systems and single-
perspective models, especially in detecting complex, coordinated fraudulent behaviors. The
system demonstrated a high recall rate, indicating strong capability in identifying true fraud cases,
while maintaining low false positive rates, which is essential to avoid disrupting legitimate user
activity.

4.Proposed Process Model for B2C E-Commerce

In the context of Business-to-Consumer (B2C) e-commerce, transactions involve
complex interactions among various stakeholders, including buyers, sellers, payment gateways,
logistics providers, and review systems. To efficiently detect and mitigate fraud within such a
multi-entity environment, a well-structured and dynamic process model is essential. The
proposed process model is designed to comprehensively map the behavioral flows and
transactional dependencies in a typical B2C e-commerce ecosystem. It serves as the operational
foundation upon which behavior tracking, anomaly detection, and machine learning-based
classification are built. Unlike traditional linear models, this model captures the cyclic, evolving,
and concurrent nature of user and system interactions, enabling real-time analysis and fraud
detection. The model initiates with the user onboarding process, where users register as buyers or
sellers. This stage captures essential metadata including IP address, device ID, location, time of
registration, and behavioral fingerprints like typing patterns and browser behavior. By building
early behavioral baselines, the system gains insights into normal account setup actions, which
can later be compared to identify anomalies in future sessions. After registration, users undergo
authentication and login sessions, which are monitored for unusual patterns, such as multiple
logins from different locations or frequent failed attempts. These initial stages are crucial as they
provide the first opportunity to flag suspicious behaviors before financial transactions occur.

Once users are authenticated, the pre-transaction phase begins. This involves users
browsing products, searching for items, adding items to the cart, interacting with seller profiles,
and reviewing past ratings. The system records the time spent per product, scroll behavior, click-
through rates, and other micro-interactions. Sellers, on the other hand, engage in listing products,
modifying prices, updating stock, and interacting with buyer queries. This phase provides insight
into both buyer interest levels and seller transparency. For example, a seller who frequently edits
item descriptions or prices just before peak traffic hours may warrant attention. Similarly, buyers
who spend minimal time on product descriptions and proceed directly to purchase may be
flagged for bot-like behavior. The model then progresses to the transaction phase, which is the
most sensitive part of the e-commerce lifecycle. Buyers proceed to checkout, select ‘=payment
methods, and complete transactions via integrated payment gateways. During this phase, the
model captures critical features such as payment time, transaction value, chosen payment method,
and any use of vouchers or discounts. Unusual patterns like multiple high-value purchases within
a short timeframe or inconsistent shipping addresses are recorded and evaluated. Sellers
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simultaneously prepare and ship the items, while logistics services are engaged for tracking and
delivery. Any manipulation in delivery status or shipment tracking updates can be signs of
fraudulent seller behavior, which the system logs for review. Following the transaction, the post-
transaction phase begins. This includes receiving the product, submitting reviews, filing for
returns or refunds, and post-delivery communication between buyers and sellers. The model is
particularly sensitive to abnormal post-delivery actions such as immediate negative reviews,
rapid refund requests, or multiple complaints raised across short periods. Similarly, suspicious
seller behavior, such as quick removal of listings after receiving payments or failing to provide
shipment details, is carefully analyzed. Each user’s historical transaction behavior is compared
with current activities to evaluate deviation scores, and if behavior significantly diverges from
established patterns, it is flagged for deeper analysis. Another critical aspect of the model is the
feedback and reputation system, where users rate products and sellers, and vice versa. Fraudulent
users may exploit this feature to manipulate seller reputations, inflate product ratings, or discredit
competitors. The process model includes modules for sentiment analysis of reviews, temporal
tracking of rating patterns, and correlation of feedback with actual delivery performance. This
ensures that fake reviews—often generated by bots or fraudulent networks—are identified and
penalized.

The process model integrates event logging and feature extraction mechanisms at every
stage. Event logs are generated in real-time and stored securely for subsequent processing. These
logs are structured to capture user ID, timestamps, action types, device metadata, and contextual
details. The model uses these logs to extract time-based, sequence-based, and statistical features,
which are then input into the fraud detection classifier. In particular, the model supports parallel
analysis across multiple users to detect collusion or coordinated attacks—an advanced form of
fraud often seen in high-volume e-commerce platforms. Finally, the model includes a feedback
loop, where confirmed fraud cases are used to retrain and update the behavioral profiles and
classification algorithms. This self-improving mechanism ensures that the system adapts to new
fraud strategies and continues to evolve over time. The proposed process model is thus
comprehensive, real-time, adaptive, and scalable, making it highly suitable for modern B2C e-
commerce platforms dealing with large volumes of diverse transactions involving multiple actors.
By continuously monitoring and analyzing the full lifecycle of user behavior—from onboarding
to post-transaction interactions—the model provides a robust foundation for multi-perspective
fraud detection.

Algorithm 1: Multi-Perspxective Fraud Detection for B2C E-Commerce
Input:
-Event Logs E = {el,e2,...,en}
- User Metadata U = {ul,u2,...,um}
- Trained SVM Model M
- Threshold T for anomaly score

Output:
- Fraudulent Users List F

Step 1: Initialization
F « @ // List of detected fraudulent users

Step 2: Preprocessing and Behavior Monitoring
For eachuseru € U do
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Extract behavior patterns B(u) from Event Logs s
Normalize timestamps, actions, device IDs, payment methods, etc.
Build User Profile P(u) = {login patterns, purchase frequency, IP, device, etc. }

Step 3: Process Modeling
For each user action sequence A(u) do
Construct Process Flow PF (u) from activities and timestamps
Detect deviations from standard workflow using process mining techniques
Compute Anomaly Score S_anomaly(u) based on deviation and frequency

Step 4: Feature Extraction
For eachuseru € U do
Extract Feature Vector
FV(u)
= {time on page, scroll depth, payment type, delivery deviation, review score changes, etc. }
Append anomaly score S_anomaly(u) to FV(u)

Step 5: Classification
For each FV (u) do
Predict class ¢ « M.predict(FV(u)) //0: Legitimate, 1: Fraud
Ifc = 1orS_anomaly(u) > T then
s // Add to fraudulent list

Step 6: Post-processing
Generate alerts or restrict transactions for users in F
Log flagged user profiles and activities for further auditing

Return:
List F containing detected fraudulent users

S.Simulation Results

To evaluate the effectiveness and robustness of the proposed fraud detection model for
B2C e-commerce transactions, a series of simulation experiments were conducted using real-
world and synthetically generated datasets. The primary objective was to assess the system’s
ability to accurately identify fraudulent behavior by analyzing dynamic user activities across
various transaction stages. The simulation environment was designed to replicate real e-
commerce interactions, capturing diverse features such as user login patterns, purchasing
frequency, payment anomalies, and process deviations. Multiple performance metrics were used,
including accuracy, precision, recall, Fl-score, and false positive rate, to provide a
comprehensive assessment of the model’s detection capabilities. Comparisons were also made
with baseline models, including traditional machine learning classifiers without process mining
integration, to demonstrate the added value of multi-perspective behavioral analysis. The
simulation results validate that the proposed approach significantly outperforms existing models
in terms of detection accuracy, adaptability to behavior changes, and minimizing false alarms,
thereby enhancing the overall security and reliability of e-commerce platforms.
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Figure 1: Home Page Figure 2: Virtual User Login Page

In Figure 1 presents the Home Page interface of the fraud detection system, which serves
as the main entry point for users. This page is responsible for authenticating users by validating
their username and password credentials against the records stored in the system's database. If
the provided credentials are found to be correct, the user is granted access and redirected to the
main operational page of the application. This process ensures that only authorized users can
proceed further, enhancing the overall security of the system. The user interface is designed to be
intuitive and secure, enabling a seamless and efficient login experience. Figure 2 shows the
Virtual User Login Page, specifically tailored for virtual or simulated users who are part of the
system’s testing and evaluation phase. This interface mimics real-world login scenarios for users
interacting with the e-commerce platform. It allows researchers and system administrators to
monitor the login behavior of virtual participants, enabling the testing of authentication
mechanisms, user behavior modeling, and fraud detection logic under controlled conditions. The
inclusion of a separate virtual user login interface plays a crucial role in validating the robustness
and adaptability of the proposed fraud detection framework.

Fraud detection; Electronic transaction; Petri net; Machine learning.
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Figure 3: Registration Page Figure 4: Service Agent Login Page
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Figure 5: Browse and Train & Test Data Sets

In Figure 3 illustrates the Registration Page, where new users can create an account
within the e-commerce fraud detection system. This interface collects essential information such
as the user's name, email, desired username, and secure password. Once submitted, the system
validates and stores the details in a secure database, enabling future authentication. This
registration process plays a vital role in ensuring traceability and accountability of user activities
across the platform, which is crucial for tracking suspicious behavior and preventing
unauthorized access. The design ensures ease of use while maintaining data integrity and privacy.
Figure 4 shows the Service Agent Login Page, which provides a dedicated portal for service
agents or administrators to access the backend functionalities of the fraud detection system.
Unlike general users, service agents have elevated privileges that allow them to monitor user
activities, manage datasets, review alerts, and intervene in suspected fraudulent cases. The login
interface ensures that only authenticated personnel can access sensitive operational features,
safeguarding the platform from internal and external threats. This component is critical for
maintaining real-time oversight and quick response capabilities. Figure 5 presents the interface
for Browsing and Training & Testing Datasets, a core function for machine learning-based fraud
detection. This page enables the selection and uploading of structured datasets, which are then
used for training the detection models and testing their performance. Users can browse local
directories, select relevant datasets, and initiate preprocessing steps. The system then feeds this
data into the learning pipeline, allowing it to learn behavioral patterns and detect anomalies. This
feature provides flexibility in model experimentation, supports dynamic learning, and contributes
directly to the accuracy and adaptability of the fraud detection framework.
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Figure 8: View All Remote Users

In Figure 6 displays the View Prediction of Fraud Status in E-commerce Transaction
interface, which shows the outcome of the machine learning model’s analysis on user
transactions. This page provides a clear indication of whether a particular transaction is classified
as fraudulent or legitimate. The prediction results are derived based on user behavior patterns
and features extracted from historical and real-time event logs. This functionality is vital for
allowing administrators or service agents to quickly assess risk levels and make informed
decisions about transaction approvals or interventions. It enhances the transparency and
trustworthiness of the detection system by providing actionable insights. Figure 7 illustrates the
View E-commerce Transaction Fraud Status Ratio Result, which visually represents the
distribution of detected fraudulent and non-fraudulent transactions. This could be shown in the
form of a pie chart, bar graph, or statistical table. The ratio results help stakeholders understand
the effectiveness of the fraud detection system, evaluate model performance, and identify trends
in user behavior. It offers a high-level overview of the system’s classification outcomes,
supporting deeper analysis and fine-tuning of the model based on actual fraud occurrences versus
predicted ones. Figure 8 presents the View All Remote Users section, which lists all users who
are accessing the platform remotely. This feature is particularly useful for administrative
oversight and monitoring of distributed access points. It ensures that the system maintains
awareness of who is interacting with it from different locations and under what credentials. By
logging and displaying this information, the platform enhances accountability, user tracking, and
the ability to identify potential internal threats or account misuse.

6.Conclusion

This research presents a comprehensive approach to fraud detection in B2C e-commerce
transactions by integrating machine learning and process mining techniques. Traditional fraud
detection methods often rely solely on static historical data, which limits their effectiveness in
capturing dynamic fraudulent behavior. To address this limitation, the proposed model utilizes
real-time user behavior monitoring, process model construction, feature extraction from event
logs, and classification using Support Vector Machines (SVM). The simulation results
demonstrate that the system can effectively distinguish between legitimate and fraudulent
transactions, offering a robust and adaptive solution to the evolving challenges of online fraud.
Additionally, the implementation of a user-friendly interface facilitates remote user access,
prediction visualization, and transaction monitoring, which enhances administrative control and
operational efficiency. Overall, the proposed system contributes to advancing the security
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framework in e-commerce by offering a multi-perspective, behavior-aware fraud detection
strategy that is both scalable and reliable.
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